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Ali Hadi / Case3-Kali 9,448,993,908 Kali GNU/Linux
Ali Hadi/ HDFS Case

3,324,279,151 Ubuntu 16.04.3LTS

Ali Hadi/ HDFS Case 3,160,115,976 Ubuntu 16.04.3LTS

Ali Hadi/ HDFS Case 3,159,445,015 Ubuntu 16.04.3LTS

Belkasoft / CTF # 3 Meet the Boss 4,872,233,664 Ubuntu 18.045LTS

Belkasoft / CTF #5 Kidnapper Case 7,413,888,601 Ubuntu 20.04.2LTS

DeiCon / CTF 2019 21,182,405,344 Kali GNU/Linux
indows 10 Pro
Magnet / CTF 2022 15,138,777,672 Ubuntu 21.10

Try Hack Me / CTF 9,217,441,280 Ubuntu 18.04.6 LTS

Try Hack Me / CTF 824,229,376 CentOS Linux 7
(Core)

User Account(s) / Group(s) (Shell Type)

root / root (bin/bash) N extd.
mail / mail, sudo (bin/bash)

php / sudo, php (bin/bash)

vuinosadmin / adm, cdrom, dip, plugdev,

vuinosadmin, lpadmin, sambashare (bin/bash)

postgres / sskcert, postgres (binbash)

root / root (bin/bash) Y N extd
postgres / sskcert, postgres (binbash)

arpwatch / arpwatch (bin/sh)

root / root (bin/bash) NN extd
hadoop / adm, cdrom, sudo, dip, plugdev, ixd,

hadoop, ladmin, sambashare (bin/bash)

100t /root (binfbash) N N extd.
hdfs / sudo, hds (bin/bash)

hadoop / adm, cdrom, sudo, dip, plugdev, Ixd,

hadoop, Ipadmin, sambashare (bin/bash)

root / root (bin/bash) NN extd.
hadoop / adm, cdrom, sudo, dip, plugdev, ixd,

hadoop, ladmin, sambashare (bin/bash)

root / root (bin/bash) Y N extd
vt/ adm, cdrom, sudo, dip, plugdev, lpadmin, vi,

sambashare (binfbash)

root / root (bin/bash) Y N extd
stanley / adm, cdrom, sudo, dip, plugdev,

Ipadmin, xd, stanley, sambashare (bin/bash)

ivan / ivan (bin/sh)

root / root (bin/bash) Y N extd;
postgres / sskcert, postgres (binbash)

couchdb / couchdb (bin/bash)

arpwatch / arpwatch (binsh)

root / root (bin/bash) Y N extd
rafael / adm, cdrom, sudo, dip, plugdev, Ipadmin,

Ixd, rafael, sambashare (binfbash)

postgres / sskcert, postgres (binbash)

root / root (bin/bash) Y N extd
ubuntuforensics / adm, cdrom, sudo, dip,

plugdev, lpadmin, ubuntuforensics, sambashare

(binfbash)

root / root (bin/bash) Ny xfs
centosforensics / wheel, centosforensics

(binfbash)

richard  richard, salles (binbash)

john /john, hr (bin/bash)

isacc /isacc, partners (bin/bash)

admin / salles, hr, company, partners (binfbash)

ghostHacker / ghostHacker (bin/bash)

24 2024 Update (Linux Disk Images)

Interesting Apps

NIA

Metasploit framework, Firefox ESR,
Burpsuite, Zenmap, CherryTree
NA

NA

NA
Firefox, Thunderbird Mail,
LibreOffice, Brave, VeraCrypt, Zoom

Firefox, Thunderbird Mail, LibreOffice

Metasploit framework, Armitage,
Firefox ESR, Burpsuite, Maltego

Firefox, Thunderbird Mail, Discord,
Minecratt, LibreOffice, Wireshark,
ify

Firefox, Telegram, Steghide

NA

LevelDB / User [ Download Link

N/A

N/A

Brave /vt

NA

N/A

Discord / rafael
Spotify /rafael

Image Archive Password

MD5 Value

https//archive org/download/case1-webserver N/A 03e4ad0ebaf607 163462b1217a9130 EO1 Metadata
hitps /archive.org/download/Case3-Kal NA 13113719391 1fcccaa79124ec7d06835 E01 Metadata
hitps J/archive.org/download/Case2-HDFS NA a751e67a7577a8eda0eb36i2e7e030db  EO1 Metadata
hitps//archive org/download/Case2-HDFS. N/A 3476b1253834d407ac3eaed8b0167625  EO1 Metadata
hitps //archive.org/download/Case2-HDFS N/A 204a8538110508267020d8267cC560 EO1 Metadata
hitps //dlspbetf.com/BelkaCTFJune_DDCASE_EXH18.72 nNNLGGPC4F9mZoJRIVe4S 13b1e9583019bcb6160106760d91247b EO1 Metadata
hitps //d -FP1RWZ71Ng1L MJSWY23BC DRTEAMR( 1204 E01 Metadata
_TtmSbia?di=0 NA 34220de521801901155(73(7de5cdgle E01 Metadata
https //d 5GF920_miWnO: N/A 50800a5a6408¢01712210ac1163216 01 Metadata
hitps //drive.google.com/drive/folders/1_C-YorlEjuiCF6dBPMKhLA2Z7143Q9YN2usp=sharing NA DEF99D
hitps /d il 6CRZIOLSBYMs_qQl N/A c BAFBC5ASS6CA4EOFE

start here.ova

Notes.




